
RecoveryPro Summary of Content Changes
November 2024 Update

General Notes
Several sections of the Cyber Incident Response content had minor updates due to recent examiner feedback. One new section (1663: NCUA Guidance – SAR Reporting in a Cyber Incident) was added to the Model BCP. 
A new resource has also been added, a Risk Assessment Worksheet (found in Resources > RecoveryPro System Resources > Sample Risk Assessment Worksheet) that provides the user a template to fill out information for multiple Risk Assessments at one time. Clients may send their completed worksheet to the RecoveryPro support staff for initial formatting and inclusion in the CU’s BCP. 

Model Content Updates
1610: Introduction
November 2024
This content was amended to include the latest malware to come on the scene, “Malvertising.” This is where attackers embed malware in Ads on legitimate websites. (Recommended)

1640: Cyber Incident Contacts
November 2024
This content was amended to include the United States Secret Service Contacts (Credit Unions would fill in the nearest office information). (Recommended)
 
1663: NCUA Guidance – SAR Reporting in a Cyber Incident (NEW CONTENT SECTION)
[bookmark: _Hlk183505357]November 2024
This new content provides guidance on proactive SAR reporting in a Cyber Incident. No fraud needs to have occurred for a SAR to be filed. If the credit union knows or suspects that the cyber-event was intended, in whole or in part, to affect transactions, this meets the criteria for filing a SAR.  (Recommended)

1671: Cyber Incident Scenario Examples
November 2024
This content was amended to include a reference to the NIST Special Publication 800-61 Revision 2 - Computer security Incident Handling Guide (Appendix A - Incident handling Scenarios) for full scenario descriptions and additional guidance. (Recommended)

1673: Full Cyber Incident Life Cycle
November 2024
This content was amended to include a reference and a link to the NCUA ACET (Automated Cybersecurity Evaluation Tool). (Recommended)

New Resource 
Risk Assessment Worksheet (found in Resources > RecoveryPro System Resources > Sample Risk Assessment Worksheet. 
